«IIn¢ppoBas ruruena u 6e30MaCHOCTb 00palIeHUsI B CeTH
HuTepHET.

IMpuaoxenne Nel. [TamsaTka /19 o0yyarommxcsi 00 uHGOPMAUMOHHOK 0e30IaCHOCTH JAeTeil

HEJIb34

1.

Bceem moapsi cooOmmarh CBOO 4acTHYIO HHGOpMAIKIO (HACTOSIIUE UMsI, (DaMUITHIO,
TenedoH, aapec, HOMEp IIKOJIbI, a Takke oTorpadun CBOH, CBOSH CEMbU U IPY3€i);

2. OTKpBIBaTh BIIOKEHHBIE (PANIIBI SJIEKTPOHHOH MOUTHI, KOT/Ia HE 3HACUIH OTIIPABUTEIIS;

3. I'pyOutsh, npuaupaThCsl, OKa3blBaTh JaBIEHUE — BECTH ce€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopsikaiicst 1eHbraMM TBOEH ceMbU 0€3 pa3pelleHus CTapIIuX - BCeraa
CIIpalIMBail poJIUTEIICH;

5. He Berpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAIBHON KU3HU - IIOCOBETYNUCS CO B3POCIIBIM,
KOTOPOMY JOBEPSEILb.

OCTOPOXXHO

1. He Bce numyt npasay. Yuraems o cebe HenpaBay B MIHTepHETE — 000N 00 STOM
CBOMM POJUTENISIM UJIU OIIEKyHaM;

2. llpurnamaroT nepenuchiBaThCs, UTpaTh, 0OMEHUBATHCS - IPOBEPb, HET JIU M10JIBOXA;

3. He3sakonnoe xonupoBaHnue ¢aitioB B IHTepHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOCIBIM O NMPO0OJIeMax B CETH - OHH BCET]Ia TIOMOTYT;

5. Hcnonp3yi HacTpOHKH 0€30aCHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPSITH CBOU
aKKayHTBI B COLICETSAX U JIPYI'MX MOpTaiax.

MOXHO

1. VYBaxall Ipyrux moyb30BaTeNei;

2. Tlonw3yembes MHTEpHET-UCTOYHUKOM - JI€NIall CCBUIKY Ha HETO;

3. OrtkpbIBail TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmaTkcs 3a MOMOIIBIO B3POCIBIM - POJAUTENH, OTIEKYHBI U aIMUHUCTPALMS CAaTOB
BCEr/la IOMOT'YT;

5. IIpoitau oOyuenue Ha caiite «CeTeBUYOK» M MOTYYH MACHOPT LHU(PPOBOro rpakJaHUHA!



[punoxenne Ne2. UnpopmannonHas naMaTKa /151 00y4arOIIMXCs AJIs1 pa3MelleHns Ha
opunuansubix UHTEpHET-pEcypcax

C KaXKIbIM I'OJJOM MOJIOACKU B MHTCPHCTC CTAHOBUTLCA 6OHBIHG, a IIKOJIbHUKKW OJHU M3
caMbIX AaKTUBHBIX NOJib30Bareneil Pynera. Mexay TeMm, HNOMHMO OTPOMHOTO KOJWYECTBA
BO3MO)KHOCTEM, HHTEPHET HECET W MpoOJeMbl. JTa MamsTKa J0JKHA MOMOYb Tebe Oe30macHo
HaxXoaUThCA B CCTHU.

Komnvromepnoie supycoi

KomnbroTepHslil BUpYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX POrPaMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOH SABJSIETCS CIOCOOHOCTH K pa3MHOXKEHHIO. B 10M0oTHEHNE K 3TOMY, BUPYCHI
MOTYT HOBPEIUTh WM IOJHOCTBIO YHHUYTOXXUTh Bce (aillibl M JaHHbIE, [OAKOHTPOJIbHBIE
I10JIb30BATENI0, OT UMEHU KOTOPOro Obljia 3amylieHa 3apaxEHHas IporpaMMa, a Takke MOBPEeIUTh
WIN JaKe YHUUTOXKHUTh ONEPALMOHHYIO CUCTEMY cO BceMu (ailiamu B 1eiaoM. B OosbmnHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UepPE3 UHTEPHET.

MeToapl 3a1UThI OT BPEAOHOCHBIX IPOTPAMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIA YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrossHHO ycraHaBnuBail maTud (IU(POBBIC 3aIJIATKH, KOTOPHIE aBTOMATHYECKU
YCTAQHABJIMBAIOTCS C LIEJbI0 JOPAOOTKU IMPOrpamMMbl) M Apyrue OOHOBIIEHHS CBOEH
oTepanmoHHON cucTembl. CKauMBail MX TOJBKO C OPHUIIMATBLHOTO caiiTa pa3padoTInKa
OC. Ecnu cyuiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKJIIOUH €T0;

3. Pabotail Ha cBOeM KOMIIBIOTEpE MOJ IPaBaMHU I0JIb30BATENs, @ HE aIMUHUCTPATOpPA.
3T0 HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IIPOrPAMM MHCTANIUPOBATHCS HA TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBMPYCHBIE IPOTPaMMHBIE IIPOAYKTHI U3BECTHBIX IPOU3BOAMUTENEH, €
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GpU3HUECKUI TOCTYI K KOMIBIOTEPY /ISl TOCTOPOHHUX JIUII;

6. Hcnonb3yii BHENIHNE HOCUTENN UH(POPMAIINK, TaKie Kak (iemika, TUCK win (aii u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOYHHUKOB;

7. He otkpbiBall KOMNbIOTEpHbIE (Daiiibl, MOJYyYEHHBbIE U3 HEHAAEKHBIX HCTOYHHMKOB.
Jaxe Te (haitnbl, KOTOpbIe MpUCIIaN TBON 3HAKOMBIN. Jlydllle yTOuHU y HEro, OTHPAaBIIsUI
JH OH Tebe uX.

Cemu WI-FI

Wi-Fi - 510 He BUI Iepeayu JaHHBIX, He TEXHOJOTHsI, a BCETO JIUIIb OpeHs, Mapka. Ere
B 1991 rony Huzaepnanjackas kommanus 3apeructpuponana Opens «WECAy», uro o6o3Havasno
coBocouetanue «Wireless Fidelity», koTopslii mepeBouTCs Kak «OeCcpOBOIHAS TOUHOCTBY.

Jlo Hamiero BpeMeHHM Jomuia Jpyras aOOpeBwarypa, KOTOpas SIBISETCS TakKoM ke
TexHosorueit. 1o abopesuarypa «Wi-Fi». Takoe Ha3zBaHHe OBUTO JaHO C HAMEKOM Ha CTaHIapT
BBICIIHIA 3BYKOBOU TexHUKHU Hi-Fi, uTo B mepeBojie 03HaYaeT «BBICOKAs TOYHOCTHY.

Ja, GecruiaTHeli UHTEPHET-AOCTYN B Kade, OTEIsIX M a’dporopTax SBISAETCS OTIMYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTEepHET. HO MHOTHE 3KCIepThl CYMTAIOT, 4To 0o0Ieaoctymubie Wi-Fi

CETH HE ABIIAIOTCA OE€30ITaCHBIMHU.

CogerTsl 10 Oe30macHOCTH paboTe B 00megocTynmHbIX cetsax Wi-fi:
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He nepemaBaii cBoro nuuHyro uHbopmanuio uepes obmienoctymnusie Wi-Fi ceTw.
Paboras B HUX, JKeJaTeNIbHO HE BBOAUTH MAPOJIH JOCTYIIA, JIOTUHBI M KAKHE-TO HOMEPa;
Hcnone3yit 1 0OHOBISH aHTUBUPYCHBIE NMPOrpaMMbl U OpaHaMay’p. TeM caMbIM Tbl
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

IMpu wucnons3oBanun Wi-Fi otkmoun ¢yakmmio «OOmmii moctynm K ¢aiiam u
npunTepam». JlaHHas (QYHKIOUS 3aKpbITa [0 YMOJYAHHIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIHN AKTUBUPYIOT €€ ISl yA00CTBa UCIIOIb30BaHMs B paboTe Win yueoe;

He ucnons3yii myomuunsiii WI-FI m1st mepenadyn JIMYHBIX JaHHBIX, HampuMep JUis
BBIXO/Ia B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

Hcnonb3yit Tonbko 3ammiieHHoe coenuHenue uepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-aapeca BBoan uMeHHO «https://»;

B MmoOwmsHOM Tenepone ortkmoun  pyskumioo  «[logkmouenne k- Wi-Fi
aBToMaTh4yecKuy». He momyckail aBTOMaTHueCKOro MOAKIIOYEHUS YCTPONUCTBA K CETSIM
Wi-Fi 6e3 TBoero cormacusi.

COZ/;MClﬂbele cemu

CornuanbHble CeTH aKTUBHO BXOJAT B HAIlly >KU3Hb, MHOTHE JTIOAU pa0OTAIOT U KHUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUILTHAP/T YEITOBEK, UTO SIBIACTCS OAHOM CEIbMOM
BCEX KHUTelNel MmiaaHeThl. MHOTHE MoJIb30BaTey HE MOHUMAIOT, YTO MH(OpMalHs, pa3MeleHHas
MMHU B COIMATIBHBIX CETSAX, MOXKET OBITh HalJIeHa U MCIOJb30BaHa K€M YTOJHO, B TOM YHCJIE HE
00s3aTeNBHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIC COBETHI 110 O€30ITaCHOCTH B COMAJIBHBIX CCTAX!

1.

Orpannub cnucok Apy3ed. Y T1e0s B Apy3bsIX HE JOIKHO OBbITh CIydyalWHBIX U
HE3HAaKOMBIX JIIOJEH;

3amuiiail CBOK YacTHYIO *U3Hb. He yka3bpiBail maposu, TenedoHbl, ajgpeca, HaTy
TBOETO POXICHHUS W JPYTryl JUYHYI0 HH(GOpMaIMio. 3TO0YMBIIIICHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(GOpPMAIMI0O O TOM, KaK Thl M TBOU POJUTENU IUIAHUPYETE
IPOBECTU KaHUKYJIbI;

3amuinai CBOI peryTaIuio - JepKH €€ B YUCTOTE U 3a7aBail cebe BOMpOC: XOTe Obl
ThI, YTOOBI IpyTHE MOJIb30BATEIN BUAEIH, UTO ThI 3arpyskaeib? [Togymaii, mpexae uem
YTO-TO OMYOJIMKOBATh, HAIKCATh U 3arPy3UTh;

Ecnu Tel rOBOpUIIIB C JIIOABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE pealbHOE UM
U IPYTYIO JTUYHYIO HH(OPMALIUU: UMS, MECTO )KUTEIbCTBA, MECTO Y4€Obl U IIPOYEE;
N36eraii pazmenienus ¢pororpaduii B IHTEpHETE, T1I€ THI M300paXKeH HA MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHNUE;

[Tpu peructpaiuu B COUMATBLHON CETH HEOOXOAMMO MCIOIb30BATH CIOXKHBIE MApOJIH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jiis counanbHOM ceTH, MOYTHl U JPYTUX CAaHTOB HEOOXOAMMO MCIIONB30BAaTh pa3HbIe
napoiu. Toraa eciu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHU MOJy4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle 0eHbeu

DNEeKTPOHHBIE JIEHBI'U — 3TO OYEHBb YJOOHBIA CHOCO0 IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JI€HBIU.
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3H€KTpOHHBI€ JACHBI' IIOABUJIIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax a0 CUX IIOPp HE IIPOIHMCAHO ITPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /1€ UX Pa3JIeNsIOT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pellaeTcss MPOBOAUTH omnepauuu 0e3 uAeHTU(UKAIMK TMOJIb30BaTeNs, a B HE
AHOHHMMHBIX UICHTH(HUKAINH ITOJIH30BATEIIS ABISIETCS 00s13aTEIILHOM.

Taxoke cienyer pasziauuaTh JIEKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI T'OCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIC HEHUATHBIE IEHBI'H (HE paBHbBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ IEKTPOHHBIMU JCHbIaMH:

1. TlpuBsxu K cueTy MOOMJIbHBIA TeneoH. DTO caMblii YAOOHBIH M OBICTPBIHA CIOCOO
BOCCTaHOBHUTH JIOCTYII K c4eTy. [IpuBszanubiii TenedoH moMoxeT, eciiu 3a0y1emb CBOi
TUTATEKHBINA MAPOJb WU 3ai/IeIb Ha CAlT C HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnonb3yit onHopas3oBklie napoiin. [lociie nepexoa Ha yCUIIEHHYIO aBTOPU3ALUIO
Tebe y)ke He OyJeT yrposKaTh OMACHOCTh KPaXKU HIIK TiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxublii napois. [IpectynHukam OyaeT He MPOCTO YraaaTh CIO0KHBIA TapoJib.
Hanexxubie maposii — 3T0 HapoJid, KOTOPHIE COJIEPKAT HE MEHEe 8 3HAKOB M BKIIIOUYAIOT
B ce0sl CTPOUYHBIC M IPOTHCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
nosapa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tRONQ!;;

4. He BBOJIM CBOM JTMYHBIC JaHHBIE HA CaliTaX, KOTOPBHIM HE JI0BEPSICIIb.

QJZQKI’I’ZPOHHCUI nouma

DJEKTPOHHAs [10YTa — 3TO TEXHOJIOTHUS U IPEJOCTABISEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJYYEHUIO 3JIEKTPOHHBIX COOOLIEHHMH, KOTOpbIE pacHpeiessitoTcs B KOMIBIOTEPHOH CETH.
OO06b1uHO 3JIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISIAT CJIEIYIOLUM oOpa3zom:
UMs_T0JIb30BaTesI(@UMsL_JoMeHa. Takke KpoMme Iepefadd MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh MpaBUIIBHBIN MTOYTOBBINM cepBHUC. B MHTEpHETE €CTh OrpOMHBINA BHIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIlle JOBEPSTh TEM, KOrO 3Haellb M KTO
IIEPBBII B PEUTHHTE;

2. He yka3bBaii B 1MuHON noute nuuHyto nHGopmMaruio. Harmpumep, sydie BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nian «pok2013» BMecTo «remal3y;

3. Hcnonp3yil AByX3TalHY aBTOPU3ALHUI0. JTO KOI'Zla IOMHUMO IapoJisd HY’)KHO BBOJUTH
KO/, TpUChIIaeMbIi 1o SMS;

4. Bribepu crnoxHbIN Mapoib. s KaX10ro HOYTOBOTO SIIMKA JOJDKEH ObITh CBOM
HAJICKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ectb BO3MOKHOCTB HAIIUCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIONIBb3YH OTY
BO3MOKHOCTb;

6. Hcrnosb3yii HECKOIBKO IOYTOBBIX SIIMKOB. IIepBBIM i1 4acTHOM IEPENUCKU C
aZpecaTaMmu, KOTOPBIM ThI JOBEPSACIIb. ITO 3JIEKTPOHHBIA apec HE HAJI0 UCII0Ib30BaTh
IpU perucTpanuu Ha opymax U cairax;

7. He oTkpbiBaii ¢aitiibl ¥ Ipyrue BIOKEHUS B MUCbMaXx J1a)Ke €CJIM OHU IMPUIIUIA OT
TBOMX Jipy3el. Jlyuiie yrouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl;

8. Tlocrne okoHuaHus pabOTHI HA TOYTOBOM CEpBUCE MEPE]] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/b HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvrnoe uzoeeamenbcmeo

KubepOymauar — mpecieioBaHHe COOOIICHHUSIMH, COJEPKAIIUMH  OCKOpPOJICHHS,
arpeccuio, 3amyruBaHUe; XYJIUTAHCTBO; COLMATbHOEC OOWKOTHPOBAHHE C MOMOIIBI0 PA3THYHBIX
UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 6OPKOE C KHOEPOYILTUHTOM:

1.

He Opocaiics B 6oii. JIyummii cmoco0: mocoBeTOBaThCS Kak ce0s BECTH U, €CIIA HET
TOT0, K KOMY MOXHO OOpaTUThCSA, TO BHAyaje YCIOKOUThCS. Eciau Thl HayHellb
OTBEUYaTh OCKOPOJICHUSMH Ha OCKOPOJICHUS, TO TOJBKO €IIe OOJIbIIE Pa30HIKEIIh
KOH(JIUKT;

VYnpasisii cBoei kubeppenyranueii;

AHOHUMHOCTH B ceTl MHHUMas1. CyIleCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOMT 3a
AQHOHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pas BUpTyaabHOM *u3HU. IHTepHET QUKCUpYyeT Bce
TBOU JICHCTBUS U COXPAHACT UX. Y TAJIUTh UX OYyACT KpailHe 3aTpyIHUTEIHHO;
Cobmronaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enuHn4HbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIBHbBIE COOOLIEHMS JTyYIlle
UrHopupoBaTh. OOBIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOW CTaNH;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSIMH, B COIIMATBHBIX
CeTSIX €CTh BO3MOXKHOCTH OJIOKMPOBKM OTIIPABKU COOOINEHUN C OMpEeaeeHHBIX
aJpecoB;

Ecnu Tb1 cBUnEeTENns KHOepOyinHra. TBou AeicTBus: BBICTYIIUTH IIPOTUB
IpecieoBaTensi, IOoKa3aTb €My, YTO €ro JEHCTBUS OLIEHHWBAIOTCS HEraTHBHO,
noJAJepKaTh JKEPTBY, KOTOPOW HY)KHA TIICUXOJIOTUYECKAas IOMOIlb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHHS B CETH.

Mobunvuviii menegon

CoBpemeHHbIe CMapT(OHBI U MIIAHILIETHI COJEPKAT B ce0e BIIOJIHE B3POCIbIM (yHKIIMOHAT,
U Telnepb OHU MOTYT KOHKYPHpPOBaThb CO CTAallMOHAPHBIMH KoMIlbtoTepamu. OJIHAKO, Cpe/CTB
3aIUTHI TSI TOJIOOHBIX YCTPOMCTB MOKa 0YeHb Maso. TecTupoBaHue U MOMCK YSI3BUMOCTEH B HUX
MPOUCXOJUT HE TaK MHTEHCUBHO, Kak /71 11K, To jxe camoe kacaeTcst U MOOUIIbHBIX MPUITOKEHHH.

CoBpeMeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPAaKTUUECKU TOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacuiupeHue (QyHKIHOHATa BIe4YeT 3a CO0O0M OOINBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIMIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBIMTYCKAIOT OOHOBIICHUS, 3aKPBHIBAIONINE KPUTUUYECKHE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

1.

»w

Huuero He siBasiercst mo-HacrosiemMy oecruiatHsIM. byab ocToposkeH, Beab Koryia Tede
npeiaraloT OecrUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE
YCIIYT'H;

Hywmaii, mpexe ueM otnpaButs SMS, ¢hoto mmu Buaeo. Thl TOUHO 3HACIIB, TIC OHH
OyAyT B KOHEUHOM UTOTE?

Heo6xo1nmMo 00HOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMAPT(OHA;

Hcnionb3yit aHTUBUPYCHBIE TPOrPaMMBI JITsI MOOUJIBHBIX TeNE(OHOB;

He 3arpy»aii IpuioKeHns OT HEU3BECTHOTO NCTOYHUKA, BE/Ib OHU MOTYT COJIEPKATh
BPEIOHOCHOE IIPOrPAMMHOE 00ECIIEUEHHE;
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6. Ilocne Toro kaxk Tkl BBIJEUIb C caliTa, TJ€ BBOAWI JMYHYIO MH(QOpPMAIHIO, 321 B
HACTpOMKM Opay3epa u yaanu COOKies;

7. Tlepuonuyecku NpoBepsiii Kakue IMIaTHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. lagaii cBOIf HOMEp MOOMIIBHOTO TeNe(OHA TOJIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsiCIIb;

9. Bluetooth momxen ObITH BBIKITFOUEH, KOT/1a ThI KM HE MOJIb3yelibest. He 3a0biBaii nHOT 12
MIPOBEPSITH 3TO.

Online ueput

CoBpeMeHHbIE OHJIAMH-UTPBl - 3TO KpPacOUYHbIE, 3aXBaTbIBAIOLIUE pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU ThHICSY YENIOBEK 10 BceMy MHpY. VIrpoku ucclieayroT JaHHBI UM MUp,
00IIAI0TCs APYT € APYTrOM, BBIIOJIHSIOT 33JaHUs, CPAKAIOTCS C MOHCTPAMU U IOJIy4aroT OIBIT. 3a
yJIOBOJIBCTBHUE OHU IJIATAT: MOKYIMAKOT JAUCK, OIUIAYMBAIOT AOOHEMEHT WU NPHOOPETAIOT KaKue-
TO OIIUHU.

Bce stm cpeactBa mAyr Ha IOAAEpKAHUE M PA3BUTHE HWIPBL, a TAaKKE HaA camy
0€30I1aCHOCTh:  COBEPLICHCTBYIOTCSI CUCTEMbI aBTOPHU3ALUHU, BBIITYCKAIOTCSl HOBbIE ATYU
(unpoBbIe 3aIUIATKA AJISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTOUT oOIacaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIbKO KpPaxKu
TBOCTO IMapoJid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlINHU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE€30IIACHOCTH TBOETO UTPOBOT0 AKKAyHTA:

1. Ecnu npyroii urpok BeneT ceds MI0X0 WIN CO3/1aeT TeOe HENPUITHOCTH, 3a0JI0KUpYI
€ro B CIIHUCKE UTPOKOB;

2. lloxamyiics aIMAHHCTPATOPAM UIPHI HA TUI0XO€ OBEACHHUE ITOTO UTPOKA, HKEJIATEITBHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTelbCTBA B BUJIE CKPUHOB;

He ykaspiBail nuunyto nHdopmaiuio B podaiine urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduaabHbIe TATYH U MOJIBI;

Hcnonp3yil CIIOKHBIE U pa3HbIE ApOJIH;

Jlaxe BO BpeMs UIpbl HE CTOMT OTKJIIOYaTh aHTHBUpPYC. IIoka TeI urpaems, TBOU

KOMITBIOTEP MOTYT 3apa3uTh.

No oA~ w

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OOBIUHOM Kpakell ICHET B JOKYMEHTOB CETOHS YK€ HUKOTO HE YUBHUIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUM  3JIOYMBIIUIEHHUKN [EPEMECTHIIMCh B HWHTEPHET, M IPOJOJIKAIOT
3aHUMATBCS «JIFOOMMBIMY JEIOM.

Tak mosiBUIaCh HOBas yrpo3a: WHTEPHET-MOIICHHHYESCTBA WM (UILIUHT, TJIABHAS I1EJTh
KOTOPOTO COCTOUT B TOJYYEHHH KOH(HICHIMAIbHBIX JaHHBIX IOJb30BaTEJIC — JIOTHHOB H
naposieii. Ha anrnmiickoM si3eike phishing uuraercs kak ¢ummnr (ot fishing — peiOHast 0B,
password — mapoJis).

OcHOBHBIE COBETHI 110 60PHOE € QUITHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI oJ103peBaeliib, YTO TBOS aHKETa ObLi1a B3JIOMaHa,
TO HE0OX0AMMO 3a0JIOKMPOBATH €€ U COOOITUTh aIMUHUCTPATOPAM pecypca 00 3ToM
KaK MOKHO CKOpee;
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2. Hcnonp3yit Ge3omacHble BeO-CaliThl, B TOM YUCIIE, MHTEPHET-Mara3uHoB M MTOMCKOBBIX
CHUCTEM;

3. Hcnonw3yii crnokHble U pazHble mapoiu. Takum oOpas3om, ecin Te0sl B3JIIOMAIOT, TO
3JIOYMBIIIJIEHHUKH [1OJIy4aT JOCTYH TOJBKO K OJJHOMY TBOEMY NPO(UIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebds B3JI0MaIH, TO HEOOXOAUMO MPeyNpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no0aBiieHbl Yy T€OSI B JIPY3bsX, O TOM, 4TO TeOs B3JIOMaJM U, BO3MOXKHO, OT TBOETO
UMEHHU Oy/IET pacCchUIaThCS CllaM M CChIJIKU Ha (DPUIIMHIOBBIE CAalThI;

5. YcranoBu HanexkHbIi napois (PIN) Ha MOOMIBHBIN TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He oTkpbiBaii (aiisiel ¥ Apyrue BIOKEHUS B MUCbMaX JIa)Ke €CIIM OHU MPUIILIH OT TBOMX
npy3ei. Jlydiie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiiibl.

S

Lugpposas penymayus

[udposas permyranusi - 5TO HETaTWBHAS WM MO3UTHBHAs WH(OpMaIys B ceTH o Tebe.
Komnpomerupyromas uHdopmaius, pasMelieHHas B MHTEPHETE, MOXET CEepbe3HbIM 00pa3zom
OTpa3UThCs Ha TBOEH peanbHOU xu3HU. «L{udpoBas pemyranus» - 3TO TBOH UMHIIK, KOTOPBIHA
dbopmupyercs u3 uHpopMauu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘le6bl, TBOC (I)I/IHaHCOBOG IIOJIOXXCHUC, 0COOEHHOCTH XapaKTepa
H pacCKas3bl O OJIM3KHX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHorue noipocTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOJMKaluy JIUYHOM MHpOpMALUU B
HuTepHeTe, He MOHUMast BO3MOYKHBIX ITOCIEICTBUN. ThI Jaske HE CMOXKEIIb I0TalaThCsl O TOM, YTO
¢dororpadus, pazMenienHas 5 et Ha3aj, cTaja IPUIUHON OTKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pazmenienue TBoux ¢ororpaduit u Ipyrue IeiHCTBUS MOTYT HE UCUE3HYTh
JIaXe TIOCJIe TOT0, KaK Thl UX yJIalIHIlb. Thl HE 3HACIIb, KTO COXpPAaHWI 3Ty HH(POPMAIIHIO, TToTIaia
JM OHa B TIOMCKOBBIE CHCTEMBI M COXpPaHWIACh JM OHA, a TJIaBHOE: YTO MOIyMalT O Tede
OKPY’KaloIllee JII0/IA, KOTOphle HAWMAYyT W YBUIAT 3To. HaliTh mHbOpMAIMi0O MHOTO JIET CITYCTS
CMOKET JIF000i1 - Kak U3 JOOPhIX MOOYXKIEHUH, TaK U C HAMEPEHUEM MMPUUYUHUTE Bpell. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALIMU:

1. Tlomymaii, mpexae yeM 4TO-TO MyOJIMKOBaTH W TepenaBaTh y ceOs B Oiore wiu B
COIIMATLHOM CETH,

2. B nactpoiikax mpodums ycTaHOBH OrpaHUYEHUS Ha IPOCMOTP TBOETO MPOdUIIS U ero
COAEP)KUMOTO, CIETal €ro TOJIBKO IS IPYy3Eh»;

3. He pa3Mmemnaii u He yka3biBail HH(OPMAIIHIO, KOTOpPask MOXKET KOr0-THO0 OCKOPOIIATH
WA OOMKaTh.

Aemopckoe npago

CoBpeMeHHbIE TKOJTFHUKH- aKTUBHBIE TTOJIH30BATENH ITU(POBOTO TpocTpaHcTBa. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO IMOJH30BAaHHE MHOTUMH BO3MOXKHOCTSAMHU HH(poBOro mupa Tpedyer
COOIOZICHHSI TPaB HA MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH <«UHTEIUIEKTyalbHAasE COOCTBEHHOCTH» OTHOCUTCS K Ppa3iIMYHBIM TBOPEHHSIM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300peTeHM U 3HAaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
IPOAYKTHI ¥ YCIYTH, U 3aKaHYMBas KHUTamHu, portorpadgusiMu, KWHOQUIBMaMU U My3bIKaJIbHBIMU
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IIPOU3BEIECHUSIMHU.

ABTOpCKHE NpaBa - 3TO IPaBa Ha WHTEIUIEKTYyaJlbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS
HayKH, JINTEpaTypbl U UCKycCTBA. ABTOPCKUE MpaBa BBICTYNAIOT B KAYECTBE IF'APAHTHH TOrO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He Oy[eT HalpacHbIM, JacT €My CIpaBeIIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTaxX CBOETO TPYAa, NOJYYHTh W3BECTHOCTh M NMPHU3HAHHE.
Huxkro Ge3 paspelieHus aBTopa HeE MOXKET BOCIIPOU3BOJUTH €r0 NMPOU3BEACHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JEMOHCTPUpOBATh, MPOAABATh, HMMIIOPTUPOBATh, IYCKaTh B IIPOKAT, IMYOJIUYHO
UCIIOJIHATD, I0KA3bIBATh/UCHIOIHATH B 3(Hpe UK pazmeliaTts B IHTepHeTe.

Vcnonb30BaHue «IMPaTCKOr0» MPOrpaMMHOI0 00ECIIEUeHHs MOXKET NIPUBECTU K MHOI'MM
pHCKaM: OT TMOTEpPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOEIrO YCTPOMCTBa, IJie
YCTAQHOBJICHHBII He JieranbHas nporpamMMa. He crour Takke 3a0bIBaTh, 4YTO CYLIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.



Ipuio:xkenne Ne3. [TamsaTka A5 poaureJieii 00 nHGOPMALMOHHOK 0€30MACHOCTH JAeTel

Ompenenenne TepMHHAa «MH(GOPMALMOHHAs OE30MAaCHOCTh JeTei» COICPKUTCS B
@enepanbHoM 3akoHe Ne 436-D3 «O 3amuTe Aeredl oT MHGOpMAIUK, TPUUUHSIONIEH Bpea UX
30POBBI0 M DPAa3BUTHIO», PETYIMPYIOIIUM OTHOILICHHMS, CBS3aHHBIC C 3aIIUTON JeTedl oT
uHbOpMalNY, TPUUMHSIONIEH Bpe/l MX 30POBbI0 U (M) pa3BUTHIO. COTJIaCHO TaHHOMY 3aKOHY,
«uHpOpMaIMOHHasi 0e30MacHOCTh JETei» - 3TO COCTOSHHE 3aIIUIIEHHOCTH, NPH KOTOPOM
OTCYTCTBYET PHUCK, CBS3aHHBIM C NMpUYMHEHHEM HH(OpMalueil Bpena MX 3A0POBBIO M (WIIN)
bu3HUECKOMY, ICUXUYECKOMY, TyXOBHOMY, HDaBCTBEHHOMY Pa3BUTHIO.

B cunty ®enepanbHoro 3akoHa Ne 436-O3 uadopManueid, MpUuIHUHSIONICH Bpe] 310POBbIO
U (UJIM) pa3BUTHIO JIeTEH, ABIISETCA:

1.
2.

8.
9.

uH(pOpMaIys, 3arpenieHHas 11 paclpoCTPaHEHHs CPEIU JIETeH;

nHpOpMaIHKs, pacCIpOCTpaHEHHE KOTOPOH OTpaHIUUEHO CPEAH JACTEH ONpeeIeHHBIX
BO3PACTHBIX KaTETOPHI.

K undopmanuu, 3anpemneHHon A1 pacpoCcTpaHEHHsI CPEIU IeTei, OTHOCUTCS:
uHpopManus, NoOyKaamoomas AeTell K COBEPLICHUIO ICUCTBHU, MPEICTABIISIOIINX
yYIrpo3y MX JKU3HU U (MJIU) 3[0POBBIO, B T.Y. IPUYMHEHHUIO BpPEla CBOEMY 3[10POBBIO,
camMoyOHUIiCTBY;

CIOCOOHOCTh BBI3BATh Yy JETEH KelaHHe YHNOTPeOUTh HAPKOTHYECKHE CPENCTBa,
NCUXOTPONHBIE H (MJIM) OAYpPMaHMBAIOIIME BEIIECTBA, TabayHbIC W3EIHS,
AJIKOTOJIBHYIO ¥ CITUPTOCOIEPIKAIIYIO TIPOTYKIIHIO, TIMBO U HATUTKH, H3TOTaBJIMBACMBbIC
Ha €ro OCHOBE; NMPUHATH Y4acTHE B a3apTHBIX HMIpax, 3aHUMATHCS HPOCTHTYLHUEH,
OpOSHKHUYECTBOM MJIH MOTIPOIIAHUYECTBOM;

00OCHOBBIBAIOIIAS MJIH OTIPAB/BIBAIOIIAS JOMYCTUMOCTh HACHIIUS U (WJIN) KECTOKOCTH
100 moOyKaaromasi OCYIIECTBIATh HACWIBCTBEHHBIC NIEHCTBHUSA 1O OTHOIICHUIO K
JIOSIM U )KUBOTHBIM;

OTpHIIAONIAs CEMEHHBIE IEHHOCTH U (POPMUPYIOIIasi HEYBAKECHHE K POAUTEISIM U
(M) APYrUM 4YiIeHaM CEMbH;

OTIPaB/IBIBAOIIAS TIPOTUBOTIPABHOE TIOBEICHNUE;

coJiepKalliasi HeeH3ypHYI0 OpaHb;

10. conepkamas nHGOpMaIKUIO MOPHOTPAhUIECKOTO XapaKTepa.

K undopmanuu, pacnpocrpaHeHre KOTOPOHl OrpaHUYEHO CPeau JAETel ONpeeleHHOI0
BO3pacTa, OTHOCUTCS:

1.

4.

nH(popmalus, MpeacrapisemMas B BHUIE W300paXEHMsI WM OMNMCAHUS KECTOKOCTH,
¢usnyeckoro W (MIM) TICUXMYECKOTO HACWIWSA, NPECTYIUIEHUS WJIH HHOTO
AHTHOOIIECTBEHHOTO IEHCTBUS;

BbI3bIBAIONIAsl y AETEH CTpax, yKac WJIM NAHUKY, B T.4. NPEACTaBIsieMas B BHJIE
M300paKeHUs] WJIM ONHCAaHUS B YHIDKAIOUIEH YeJIOoBEUeCKOe JIOCTOMHCTBO (opme
HEHACUJILCTBEHHOW CMepTH, 3a0o0jieBaHMs, CaMOYOMICTBA, HECUAaCTHOTO Ciydas,
aBapuy WM KaTacTpodsl U (UJIN) UX MOCIEICTBUM;

IpeJcTaBisieMas B BUAE N300pakeHUs UM OMMCAHUS ITOJOBBIX OTHOLICHUN MEXIY
MY>KYMHOW U KEHIIMHOW;

cojiepkaiiiasi OpaHHbIE CJIOBA U BBIPAKEHUSI, HE OTHOCSIIMECS K HELIEH3ypHOU OpaHH.

C yderom sToro Bam mpeiaratorcs npaBuia paboThl B ceT MIHTEpHET Uil pa3InyHbIX
BO3PACTHBIX KaTeropui, COOJIOJEHHE KOTOPHIX IO3BOJUT OOecneyuTh HHPOPMAIMOHHYIO
0€30MaCHOCTb BalIHX JIETEH.

Obwue npasuna 01 pooumeneti
1. HeszaBucumo OT Bo3pacTta peOEHKa UCHONB3YHTE TporpaMMHOe oOecredeHue,



nomMorarouiee (UIBTPOBaTH M KOHTPOJMPOBATH HMH(OpMAIMio, HO HE MoJjaraiTech
IIOJIHOCTBIO HA Hero. Barie BHUMaHue K peOeHKY - IVIaBHBIA METO/ 3alUThI.

2. Ecnu Bam peGeHOK MMeeT aKKayHT Ha OJHOM M3 coluaibHbIX cepBuco (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.I.), BHHUMATEJIbHO W3y4YHTE, KAKYyI0 HH(POPMAIIUIO
MOMEMIAIOT €r0 YYaCTHUKHU B CBOMX Mpouisix u O1orax, Bkitoyast potorpaduu 1 BUAEO.

3. IlpoBepbTe, C KaKUMH JIpYT'MMHU caiTaMu CBsI3aH COL[MalIbHBIN cepBUC Barlero pebeHka.
Crpannuku Bamiero peGeHka MOryT ObITh 0€30MaCHBIMU, HO MOTYT M COZEPXKAaTh CCHUTKU
Ha He)XXeJaTesbHbIC U OIIACHBIE CAlThI (HaNIpuMep, HOPHOCAMT, UK CaiiT, HA KOTOPOM JpyT
YIIOMHHAET HOMep cOToBOTro Tenedona Bamero pedbenka miu Bam gomamrauii agpec)

4. Tloompsiite Bammx nmereir cooOmars 000 BCEM CTPAaHHOM WJIA OTTAJIKWBAIOIIMM U HE
CIIMIIKOM OCTPO pearupyire, KOraa OHHU 3TO JENal0T (M3-3a OMAaCeHHs MOTePSATh AOCTYI K
WHTepHeTy neTd He TOBOPAT pOIUTENsIM O MpolieMax, a Takke MOIyT HauaTb
UCIOJIb30BaTh IHTEpHET BHE JOMA U HIKOJIBI).

5. byabre B Kypce cereBoil xku3HM Bamero pebenka. MHrepecyiitech, KTO MX Jpy3bs B
HHTepHeT Tak ke, Kak HHTEPECYETeCh peallbHbIMU APY3bSIMU.

Boszpacm om 7 0o 8 nem

B NHuTepHeTe pebeHOK cTapaeTcst IOCEeTUTh T€ WU MHbIE CaiThl, a BO3MOXHO U YarThbl,
paspelieHrne Ha MOCEUICHHE KOTOPBIX OH HE MONydms Obl oT ponuteneil. IloaTomy pomutensm
0COOEHHO I10JIe3HBI OyIyT T€ OTYETHI, KOTOPBIE IPEIOCTABIISIFOTCS IPOrpaMMaMH 110 OTPAHUYEHHUIO
ncnonb3oBanus VHTepHeTa, T. €. POAUTENBCKUI KOHTPOJIb UIIM TO, YTO BBl CMOKETE YBUAETH BO
BpeMEHHBIX (ailnax. B pesynbrate, y pebeHka He OyAeT OUIYIIEHHs, YTO 3a HUM BEAETCS
MIOCTOSTHHBIM KOHTPOJIb, OTHAKO, POAUTENN OyIyT MO-TIPEKHEMY 3HATh, KAKHE CAWTHI IIOCEIIACT UX
pebeHok. JleTn B JaHHOM BO3pacTe 00JalaloT CUIbHBIM YYBCTBOM CE€MbH, OHU JIOBEPYMBBI U HE
COMHEBaIOTCsl B aBropureTrax. OHU JIOOST UrpaThb B CETEBbIE UIPbl M IYTELIECTBOBATH IIO
HHTepHeTy, UCIIOIB3Ysl SIEKTPOHHYIO IIOUTY, 3aXOAUTh HAa CAUThl U YaThbl, HE PEKOMEHI0OBaHHBIE
POIUTEISAMH.

Cogetbl 10 Oe3omacHocTH B cetu HTepHeT mis neteit 7-8 et

1. Co3spaiiTe CIMCOK JOMAIIHUX MTpaBWJI NoceleHus IHTepHeTa pu y4acTuu AeTen u
TpeOyNTe €ro BHIMOTHEHUS.

2. TpebOyiite or Bamero peOGeHka cOOMIOJEHHS BPEMEHHBIX HOPM HaxXOXJIEHHUS 3a
kommbroTepoM. [lokaxkute pedeHky, uro Bel HaOmroaeTe 3a HUM HE TOTOMY, uTO Bam
3TO XOueTcs, a MOToMy uTo Bel 6ecriokonTech 0 ero 0€30MacHOCTH U BCErJa FOTOBbI
€My [TOMOYb.

3. KommnsroTep ¢ nojkiatoueHneM k IHTEpHeTY 10JKeH HaXOAUThCS B 001ei KoMHaTe
IO/, IPUCMOTPOM POJIUTEIIEH.

4. Hcnonw3yiiTe criequalbHbIE 1ETCKAE TOUCKOBBIE MAILIUHBI.

5. Hcnonsp3yiite cpencTBa OJIOKUPOBAHUS HEXKENATEIbHOIO KOHTEHTA KaK JIOMOJTHEHHE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. Co3zmaiiTe ceMeMHBIN AIEKTPOHHBIN SIIUK, YTOOBI HE MTO3BOJIUTH JIETSIM UMETh
COOCTBEHHBIE a/ipeca.

7. Bbnokupyiite 1OCTYM K caliTaM ¢ OECIUIaTHBIMU IMOYTOBBIMH SIUKAMHU C TIOMOIIIBIO
COOTBETCTBYIOIIETO ITPOrPaMMHOTI0 00eCIIeYeHusl.

8. Ilpuyuute nereit coBeToBaThcsi ¢ Bamu mnepen omyOaMKOBaHUEM KakoH-1H00
uHpOpMALUU CPEICTBAMHU AJIEKTPOHHOW MOYTHI, YaTOB, PETHCTPALIMOHHBIX (HOpM U
npodunei.

9. Hayuwure nereit He 3arpyxaTh (pailibl, IPOrpaMMbl HIIM MY3bIKYy 0€3 BaIlIeT0O COTIIacHs.

10. He paspemaiite n1eTsm UCHOIb30BaTh CIIy>KObl MTHOBEHHOT'O 00MEHa COOOIIEHUSIMHU.

11. B «Oenblit» CIIMCOK CAalTOB, pa3pelIeHHBIX IJIsl MOCEUICHUs, BHOCUTE TOJIBKO CAaMThI C
XOPOILEH peryTanuei.



12.

13.

14.

He 3a0piBaiiTe GecenoBath ¢ 1eThbMH 00 UX Jpy3bsiX B MHTEpHETE, KaK eciu Obl peub
1114 0 APY3bSX B PEaTbHON JKU3HHU.

He nenaiite «taOy» M3 BOIPOCOB MOJOBOW JKU3HH, TaK Kak B MIHTepHETE NETH MOTYT
JIETKO HATKHYTHCS HA MTOPHOTPa(UIO MU CANTHI «UIs B3POCIIBIXY.

[Tpuyunte Bamero pebenka cooOmare BaM O JIOOBIX yrpo3ax WIM TPEBOrax,
cBs13aHHBIX ¢ MIHTepHETOM. OCTaBalTeCh CIIOKOMHBIMU M HATIOMHUTE JICTSIM, YTO OHH B
0€30MacHOCTH, €CJIM CaMH paccKa3ald BaM O CBOUX TpeBorax. lloxBamute ux u
MMOCOBETYWUTE MOJOUTH €I1Ie pa3 B MOJO0HBIX CIyYasx.

Bospacm demeii om 9 0o 12 nem

B nanHoM Bo3pacTe neTH, Kak MpaBUIIO, YK€ HACIBIIMIAHBI O TOM, Kakas MH(pOpManus
cymectByeT B MHTepHeTre. COBEpIIEHHO HOPMaJIbHO, YTO OHU XOTST 3TO YBHJIETh, IIPOYECTD,
ycublate. [Ipu 3ToM HyKHO IOMHHUTB, YTO JOCTYI K HEXEJATEIbHBIM MaTeprallaM MOYKHO JIETKO
3a0JIOKMPOBATh IIPU MOMOILHU CPEACTB POTUTENBLCKOTO KOHTPOJIS.

Cosernl 110 0€3011acHOCTH JUId aeTeit or 9 no 12 ner

1.

10.

11.

12.

13.

14.

15.

CoszpaiiTe CrMCOK JAOMAIIHMX MpaBUil mocelieHuss VIHTepHeT mpu ydacTuu AeTed U
TpeOyHTE ero BhINOJIHEHHS.

TpeOyiiTe ot Bamero peGenka coOM0eHUSI HOPM HAX0KICHHS 32 KOMITBIOTEPOM.
HaGmronaiite 3a peOeHKOM Npu paboTe 3a KOMIIBIOTEPOM, MOKaXHUTE eMy, uTo Bbl
0eCroKOUTECh 0 €ro 0€30MaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €MY ITOMOIIIb.
KomnbroTep ¢ noaxitoueHneM B IHTEpHET 10JKEH HaXOJUThCs B 00IIel KOMHATE 1O
IIPUCMOTPOM POJUTEIEH.

Hcnonb3yiiTe cpeacTBa OIOKMPOBAHMS HEXKEJIATEIbHOIO KOHTEHTA KaK JIOIMOJIHEHUE K
CTaHapTHOMY PouTenbckoMy KOHTPOIIIO.

He 3a0bIBaiiTe NpuHUMAaTh HEMTOCPEICTBEHHOE yyacThe B JKU3HU peOeHKa OeceoBaTh
c 1eTbMU 00 uX Jpy3bsax B MHTepHeTe.

HacrauBaiite, 4TOObI 1€TH HUKOTAA HE COTJIAIIATINCH HA JIMYHBIE BCTPEUH C JIPY3bIMU
o urepHery.

[To3BonsiiTe AeTAM 3aXOAUTH TOJNBKO Ha CalThl M3 «OEI0ro» CHucKa, KOTOPBIH
CO3J]aliTe BMECTE C HUMH.

[Ipuyunte pgereil HUKOrJa HE BbLIABATh JIMYHYIO HHGOPMALMIO CpPEACTBAMHU
ANEKTPOHHOW TOYTHI, 4YaTOB, CHCTEM MIHOBEHHOIO OOMEHa COOOIIEHUSAMH,
PEruCTpalOHHBIX (OPM, JHUHBIX HpoQuiell ¥ Mpu perucTpaluu Ha KOHKYPCHI B
WNHrepHere.

[Tpuyuute nereit He 3arpyxaTh nporpammsl 6e3 Bamero paspemenuns. OObsiCHUTE UM,
YTO OHM MOTYT CIy4yallHO 3arpy3uTb BHUPYChl WM JpYroe HeKelaTeJIbHOe
porpaMMHOe obecrieueHue.

Coznaiite Bamemy peOeHKy OrpaHHYEHHYIO YYETHYIO 3amuch JUisi paboThl Ha
KOMIIBIOTEPE.

[Ipuyuntre Bamero pebenka cooOmarb BaM O JIOOBIX yrpo3ax WIM TpPEBOrax,
cBs3aHHbIX ¢ MHTepHeToM. HamomHuuTe A€TAM, 4TO OHM B 6€30MaCHOCTH, €CIIH CaMU
pacckazajii BaM O CBOMX TPEBOTaxX U OMAaceHUsIX.

Pacckaxute netsim o nopHorpaduu B IHTEpHETE.

HacrauBaiiTe Ha TOM, 4TOOBI I€TH TIPEIOCTABIISIIN BaM JOCTYI K CBOCH AJIIEKTPOHHON
1oyTe, 4YT0O0bI BBl YOEMIINCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMHU.

OOBbscHUTE JETSIM, UTO HEJb3s1 UCIIOIb30BaTh CETh AJIsl XyJIUTaHCTBA, PaCpOCTPAaHEHUS
CIUIETEH WIH yIpo3.



Bospacm oemeti om 13 0o 17 nem

B sTOM BO3pacTe MOAPOCTKM AKTUBHO HCIIOJIB3YIOT ITOMCKOBBIE MAIMHBI, IOJIb3YIOTCS
AJIEKTPOHHON TOYTOM, CIIy>)kOaMH MTHOBEHHOTO OOMEHa COOOIEHHSIMH, CKAuMBAIOT MY3BIKY U
¢uibMbl. ManbpunkaM B 3TOM Bo3pacTe 00JIblIe 10 HpaBy CMETaTh BCE OTPAaHUUYCHUS, OHU KaKIYyT
rpy0oro 1oMopa, a3apTHBIX U, KAPTHHOK <11 B3POCIBIX». J(€BOUKH MPEANOYUTAIOT 00IaThCs B
yarax, NpH 3TOM OHHU TIopa3o Oosiee YyBCTBUTEIbHBI K CEKCYaJIbHbIM JIOMOTaTelIbCTBAM B
NHurepHere.

3ayacTyro B JaHHOM BO3pacTe POAUTENSAM YK€ BeChbMa CIOXKHO KOHTPOJIUPOBATh CBOUX
neTel, Tak Kak o0 MIHTepHeTe OHM yXKe 3HAIOT 3HAUYUTEJIbHO OoJbllle CBOMX poauTeneidl. Tem He
MeHee, HEe OTIycKaiiTe nereil B «cBoOOonHOe miaBaHue» 1no HMHrepHery. CrapaliTech aKTUBHO
y4acTBOBaTh B 001IeHNH pebeHka B VIHTepHeTe.

Baxxno no-npexuHeMy crporo co0iaroaath npasuia MIHTepHeT-0€301acHOCTH - COTJIAllIeHUE
MEXIy POIUTENSIMH U JeTbMU. Kpome Toro, HeoOXOAMMO KaK MOXHO Yalle MpOCMAaTpUBATh
OTYeThl 0 JesTenbHoCTH eteil B nTepHere. Cienyer oOpaTUTh BHUMaHHE HA HEOOXOJIUMOCTb
COJIepKaHus pOJIUTENbCKUX MapoJiel (Iaposeil aAIMUHUCTPATOPOB) B CTPOIOM CEKPETE U 00paTUTh
BHUMaHME Ha CTPOTOCTb ITUX MAPOJIEH.

CoBetbl 10 0€30MMacCHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3paiiTe CHUCOK JOMAIIHMX NpaBwil nocemeHus MurtepHera mnpum ydactuum
MOJIPOCTKOB U TpeOyiiTe 0e3yCIOBHOTO €ro BHINOIHEHUs. OOroBopute ¢ peOCHKOM
CIMCOK 3alpelleHHbIX CalTOB («UepHBIH CIHCOK»), 4ackl paboTel B MHTepHere,
PYKOBOJCTBO 110 0011eHut0 B IHTEepHETE (B TOM 4MCIIE B YaTax).

2. KomnbroTep ¢ moakitoYeHneM K ceTd IHTepHeT 10JKeH HaX0IUuThCsl B 001Ien
KOMHare.

3. He 3a0miBaiiTe OecenoBaTh ¢ AeTbMHU 00 UX JApY3bsX B MIHTepHETE, O TOM, Ye€M OHHU
3aHSTHI TAKUM 00pa3oM, OyJITO peub UIET O APY3bAX B peajbHOU xu3HU. CripamuBaiTe
0 JIIOJIX, C KOTOPBIMH JETH OOMIAIOTCS MOCPEICTBOM CIyX O MTHOBEHHOTO oOMeHa
COOOIIEHUSAMH, YTOOBI YOEIUTBHCS, UTO 3TH JIFOJAU UM 3HAKOMBI.

4. Hcnomnp3yiiTe cpeacTBa OJOKMPOBAHUS HEXKEIATEIbHOTO KOHTEHTA KaK JIOTIOJIHEHUE K
CTaHapTHOMY PouTenbckoMy KOHTPOIIIO.

5. HeoOxoaumo 3HaTh, KakuMU uaTamMu noJdb3ytorcs Bamm geru. Iloompsiite
HCII0JIb30BaHNE MOJEPUPYEMBIX YaTOB W HAacTauWBaiTe, YTOOBI JAETH HE OOLIAINCH B
IIPUBAaTHOM PEKUME.

6. HacraupaiiTe Ha TOM, YTOOBI IE€TH HUKOTJa HE BCTPEUAIHCH JIMYHO C IPY3bSIMU U3
cetu MuTepHer.

7. llpuyuunTe nereit He BbAABATh CBOIO JIMUHYIO HH(POPMAIUIO CPEICTBAMU 3JIEKTPOHHOM
MOYTHI, YaTOB, CUCTEM MTHOBEHHOT'0 0OMEHA COOOIIEHUAMH, PETUCTPALIMOHHBIX (OPM,
JUYHBIX Mpoduieil 1 npu perucTpaiuu Ha KOHKypcebl B IHTepHeTe.

8. Ilpuyuunte neteii He 3arpyxath nporpaMmsl 6e3 Bamero pazpemenus. OObsiICHUTE UM,
YTO OHM MOTYT CIy4yallHO 3arpy3uThb BHUPYChl WM JpYyroe HeKelaTeJIbHOe
porpaMMHOe obecrieueHue.

9. Ilpuyunte Bamero peOGenka cooOmaTh BaM 0 JIOOBIX Yrpo3ax WM TpeBorax,
cBs3aHHbIX ¢ MHTepHeToM. HamomHuuTe A€TSM, 4TO OHM B 6€30MaCHOCTH, €CIIH CaMu
pacckazaiy BaM, O CBOMX Yrpo3ax Wiu TpeBorax. IloxBamure MX M MOCOBETYWTE
MIOJIOWTH €1l pa3 B MOJO0OHBIX CITydasX.

10. Pacckaxwure netsim o nopHorpaduu B UutepHere. [lomorute uM 3aliuTUTHCS OT CIIaMa.
HayunTte moapocTkoB He BblaBaTh B VIHTEpHETE CBOEro PEANbHOrO 3JIEKTPOHHOTO
azpeca, HE OTBeYaTb Ha HEXKENATEIbHBIE NHCbMA W MCIOIB30BaTh CIELUAIBHBIC
MOYTOBbIE (PUIIBTPHI.



11. TIpuyunTe ceOsi 3HAKOMUTHCS C CaliTaMu, KOTOPBIE TOCEIIAIOT MOAPOCTKH.

12. Hayuute aereii yBaxkaTb Ipyrux B UHTepHETE. Y O€IUTECh, UTO OHHU 3HAIOT O TOM, YTO
IIpaBWJIa XOPOLIETO MOBEAEHUS IEUCTBYIOT BE3/IE — JIaXKE B BUPTYaJIbHOM MHpE.

13. OOBsicHUTE JIETSAM, UTO HU B KOEM cllydae Hellb3sl HCIoIb30BaTh CeTh [
XYJIUTaHCTBA, PACIPOCTPAHEHUS CIUIETEH WK YTPO3 IPYTUM JIOSM.

14. OGcynuTe ¢ MOAPOCTKaMH MPOOIEMBbI CETEBBIX a3apPTHBIX UTP U UX BO3MOXKHBIHN PUCK.
Hanomuure, 4TO 1€TH HE MOTYT UIpaTh B 3TU UT'PbI COIVIACHO 3aKOHY.

[TocTossHHO KOHTpOJMpyHTEe Hcnoib3oBaHue MHrepHera Bammm pebGenkom! D10 He
HapylIeHHE €ro JIMYHOIO MPOCTPAaHCTBA, a Mepa NPEIOCTOPONKHOCTH M IposiBieHHe Baiueit
POIUTENTHCKONW OTBETCTBEHHOCTHU U 3a00THI.



